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COMMUNICATIONS – 5G

A steep learning 
curve

5G was meant to revolutionise 
telecommunications. Greater 
bandwidth, lower latency and 

the ability to more easily share video and 
other forms of data from multiple sensors 
and devices are just some of the many-

cellular wireless standard.
However, the reality hasn’t quite lived 

up to expectations. This is due to several 
factors, say experts. Firstly, 5G — or 

fully support the speeds or full spectrum 
band to deliver on 5G’s real promise. 

The complete transformation of 

architecture that 5G promised hasn’t been 
fully realised yet as the infrastructure 
required is expensive which has dampened 
telco providers’ enthusiasm for the heavy 
investment needed. “The infrastructure 

executive Vice President and Chief 

provides communications and data 

and military customers around the world.

for the 
military

But these hurdles haven’t stopped 

5G-enabled networks and communications 
The military is 

Stefan Pracht, senior Vice President of 

for the Department of Defense and 

5G’S MULTI-LAYER 
ENCRYPTION IS MORE 
SECURE

end-to-end network that delivers a much 
faster, lower latency, and a more secure 

5G could radically 
transform ship-to-
shore, military logistics 

-
munications. But with 
much of its develop-
ment being spearhead-
ed by the civilian tel-
ecoms sector, defence 
needs to better 
articulate its needs if 
the technology is to 
truly deliver for them. 

By Anita Hawser 
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((US Air Force photo by R. Nial Bradshaw) US Air Force photo by R. Nial Bradshaw) 
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applications hosted in the cloud. 5G can 
also work across a wide spectrum from 

can build vast broadcast networks that 
cover a wide area while you can also create 

they don't leave much of a footprint that 
adversaries can monitor," Pracht explains. 

compromised, 5G provides more advanced 

most secure end-to-end encryption that's 
available on the market, which so far is 
unbreakable. On top of that, you can layer 
additional end-to-end encryption on top of 
those connections as well.”

cloud, unlike previous wireless mobile 

on wireless connectivity. One of the 

desert, says Pracht, is they may not 
have the network connectivity that 

to calculate, let’s say massive amounts 
of weather data, and you don’t have the 
connectivity to shuttle that back to a 

so much more than just wireless network 

end delivery platform that considers 
different end devices and use models 

, which provides 
communications and data surveillance 

primarily for the secure transfer of data.  

and 3G networks, which are not secure 
and extremely slow.  

connection is tantamount to success,” 

speed and scale.”

(US Marine Corps photo by Pfc. Ryan Kennelly) 
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SHIP-TO-SHORE 5G

different devices and sensors which could 

latency, soldiers can receive information in 

“smart warehouse” applications for the 
Department of Defense’s Naval Base 

milliseconds of latency.

Base Coronado warehouse will securely 
connect smart warehouse application 

latency 5G connectivity for autonomous 

The tests at Coronado Naval 
Base support the development of 

focused on transhipment between 
shore facilities and naval units, to 

with 5G for secure connectivity 

Communications in contested 

testbed variant for the Open Systems 

California.

infrastructure testbed for expeditionary 

(a trailer-mounted 5G Nomadic Tower, 

on the testbed for experimentation. The 
objective is to increase bandwidth while 

resources like radios to provide increased 

contested environments. 

of Defence representatives from France, 

workshop with the 5G Communications 

on 5G use cases and the operational use 
of 5G military communication systems 
in the land, naval, and air domains. The 
participants also addressed associated 
system requirements and expected 

from European telecom and defence 
industries, aims to reduce hurdles faced by 
European armed forces, which currently 
rely on expensive, hardware-locked 
communication systems with limited data 
rates and interoperability. The project, 
which is funded by the European Defence 
Fund, will provide a reference architecture 
for a 5G-based communications system for 

and homeland quarters that is compatible 

RISK BENEFIT TRADE-OFFS

of a measured approach to 5G. “The 

civil telecommunications, will form part 
of our future military systems whether 

 it 
is essential that defence understands 
these technical developments and 

research, development and infrastructure 
deployment in the civil sector. However, 

he adds, each with a complex set of risk-

“The business drivers behind the 

capacity and availability, not towards 

Mobile carriers have 
developed, integrated and 
operated mobile wireless 
technologies for decades, 
which is new to the military. 
So that’s where we’re up 
against a pretty steep 
learning curve that requires 
mobile carriers, vendors, and 
the military, to work closely 
together.

Communications- 5GAHFINAL.indd   67 22/01/2024   15:10



Defence Procurement International - Winter 2024

68

COMMUNICATIONS – 5G

 the 
defence opportunities of 5G need to be 

associated with these applications, 
especially in circumstances such as a 
contested environment in the presence of 
a capable adversary.

across a variety of defence use cases, says 

and industry partners to fully explore 
the potential of 5G capabilities and its 
vulnerabilities before adoption into service. 

the military and their unique use models, 

conditions. “That makes it fairly complicated 
for defence vendors to implement,” he 
explains, “because the standards aren't as 
detailed in these areas as we need for all 
those specialised applications, which can lead 
to compartmentalised stovepipe solutions, 

applications.” 

to operate it simultaneously with other 
sensor networks you may run into 
interoperability issues, says Pracht.  
"That is where the military has a role 

interoperable solutions that address 
the unique needs and applications the 

end-to-end encryption makes the data 

and intrusion detection systems, they're 

potential threats or misuse. But now, 
with more sophisticated encryption, 

your environment more vulnerable for 
adversaries to breach.”

Then when you start to think about 

for the military, explains Pracht. “These 

a reliable communication channel to 

the drone to control what it does and 
to feed down the sensory data that the 

network, you introduce vulnerabilities and 
weaknesses into that delivery chain.”

useful to the military, Pracht says they 
need to drive its development, not 
industry. “The military need to step 

pocket whether it’s ship-to-shore 5G or 

perfect drone or wearable sensor network, 
but a universal joint forces network that 

allies. “The industry has built the individual 

that are necessary to build such a system,” 
says Pracht. “Now, how do you take all 

someone who has not just commercial 
interests, but more operational and 
deployment defence experience.”

how you deliver applications from many 
end devices in various environments, all 
the way to the application itself, reliably at 

new to the military.  So that's where we're 

that requires mobile carriers, vendors, and 

Germany. (US Air Force photo by Airman Jared Lovett) 
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